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Enhancing the European Defence Capability Domains with Earth Observation 

EARSC Response to the White Paper on European Defence 

Introduction 

The European Association of Remote Sensing Companies (EARSC) is a trade association 
representing approximately 140 members across Europe in the Earth Observation (EO) downstream 
Industry. According to the most recent EARSC Industry Survey, the EO industry has experienced a 
significant consolidation around the security and defence sectors. While the current geopolitical 
landscape has accelerated this trend, EO services have long played a role in both defence and civil 
security applications, supporting situational awareness, environmental monitoring, border control, 
emergency response, and strategic operations across various regions and crises. In light of evolving 
global threats and Europe's renewed focus on defence and security, the EU’s prioritisation of this 
domain appears both timely and well-founded. 

With this contribution, EARSC aims to explore the strategic integration of Earth Observation 
capabilities across key European Defence Capability Domains, as outlined in the recently published 
White Paper on European Defence and the ReArm Europe Plan - Readiness 2030.  

Earth Observation technologies, which include satellite imagery, radar and radio sensing, and 
geospatial intelligence, powered by innovation such as AI, cloud computing and advanced analytics, 
are essential for modern defense and civil security operations. They can provide persistent real or 
near-real-time situational awareness, threat detection, and tactical decision-making support, 
significantly contributing to areas such as ISR (Intelligence, Surveillance, and Reconnaissance), 
maritime domain awareness, and operational support. EARSC members seek to align their 
commercial capabilities, with requirements to enhance Europe's defense and security readiness, 
resilience, interoperability, and sovereignty.  

The aim of this paper is to assess how the current capabilities offered by the private sector align with 
some of the Defence Capability Domains prioritised by the European Commission. Additionally, we 
outline the operational and industrial requirements needed to enhance these capabilities to support a 
more robust and autonomous defence posture in Europe. 

AI, Quantum, Cyber & Electronic Warfare 

In the context of defence, there is a growing need to enhance Earth Observation technical capacity 
with advanced Artificial Intelligence (AI) in order to deliver more targeted, on demand, and rapid 
analysis. While EO provides the critical data streams that underpin many defence applications; AI 
technologies, in turn, are essential for processing and analysing large volumes of EO data, enabling 
faster, more accurate, and actionable insights.  

However, EO data have proven to be insufficient to provide a comprehensive situational awareness 
and clear picture to the armed forces, especially during complex conflicts. Multi-sources of EO data 
extracted from different frameworks need to be combined with multi-sensor additional data such as 
electro-optical, radar to hyperspectral or thermal sensors, to provide accurate all weather, day and 
night and timely information. Governmental satellites alone cannot cover these needs and would 
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benefit from commercial EO data to provide services matching defence requirements. Besides 
enhanced intelligence and input diversification, the inclusion of commercial data paired with existing 
hardware and software infrastructures could increase cost efficiency of the efforts.   

Additionally, the European EO industry offers a set of solutions suitable for strengthening the security 
of European assets in light of cyber and electronic threats. Increased frequency of GNSS jamming has 
emerged as one of the challenges which threatens electromagnetic spectrum use and thus requires 
joint research efforts at the European level. In this regard, the EO industry can offer its existing 
capabilities and contribute to common initiatives.  

The challenges faced by satellite infrastructure such as industrial espionage and cyber threats could 
be addressed by enhanced data redundancy, improved coordination between space service providers, 
and reinforced security mechanisms along the upstream and downstream segments, where the 
European EO industry can play a crucial role.     

Strategic Enablers and Critical Infrastructure Protection 

The European EO industry can deliver critical support to the protection and resilience of Europe’s 
critical infrastructure. Earth Observation satellites are, from a technology point of view, already 
capable of supporting real-time or near-real-time surveillance of critical infrastructure, such as gas 
pipelines, ports, energy plants, railway corridors, and other key assets. High-resolution data, in 
combination with change detection algorithms and persistent monitoring strategies, supports the 
early detection of suspicious activity or potential threats, whether related to sabotage, unauthorised 
access, or physical damage. 

This monitoring capability is relevant for example in the maritime domain, where EO supports the 
detection of unusual vessel behaviour around undersea cables and offshore platforms. In this field, 
Earth Observation can significantly improve the monitoring of migration routes. This and other 
capabilities in the domain of critical infrastructure protection are emphasised by various services 
listed in the EARSC Defence and Civil Security Catalogue.1 Satellite-based observation plays a vital 
role in tracking irregular migratory flows, detecting unregistered or redirected vessels, and enhancing 
situational awareness at borders. This is particularly important in addressing the weaponisation of 
migration, where irregular flows are used as a tool for geopolitical pressure. EO helps mitigate such 
risks through continuous surveillance, data integration, and timely alerts. Many of the services 
provided by the industry already support broader programs led by Frontex and national border 
authorities. 

Strengthening the Resilience of the Sector  

As reliance on satellite-based services grows, there is an urgent need to protect Europe’s own space 
infrastructure from both cyber and hybrid threats, as pointed out in the recently proposed EU Space 
Act. The EO industry has a key role to play in contributing to the resilience and protection of upstream, 
midstream, and downstream segments of the space value chain. The EO contributions include 

1 The EARSC Catalogue of Services for Defence and Civil Security was compiled on a voluntary basis through 
EARSC member contributions, and aims to showcase a range of solutions. It does not aim to provide a 
comprehensive picture of all services available. 

 

https://earsc.org/earsc-civil-security-and-defence-catalogue/
https://defence-industry-space.ec.europa.eu/eu-space-act_en
https://defence-industry-space.ec.europa.eu/eu-space-act_en
https://earsc.org/earsc-civil-security-and-defence-catalogue/


July 2025 

 
improving coordination among European space service providers, implementing redundancy plans to 
avoid single points of failure, and strengthening cybersecurity protocols across the EO data lifecycle. 

As mentioned in the White Paper, hybrid threats that need to be addressed include disinformation 
campaigns as well. In this regard, the EO data and intelligence can provide verifiable and transparent 
data, thus contributing to the fact-checking initiatives, supporting evidence-based intelligence, and 
reinforcing trustworthy narratives. Concrete examples of tools which could be used to support these 
efforts include change detection analysis, environmental monitoring, or crisis verification. 

Ensuring Strategic Autonomy and Trusted Performance  

EARSC members believe that when it comes to the discussions about European strategic autonomy, it 
is crucial to include the operational framework within which EO services are delivered. More 
specifically, services’ compliance with EU law, alignment with European values, sustainability, and 
adherence to EU security and performance standards requirements should be key. 

An appropriate approach could be that of Strategic Autonomy Through Operational Alignment, which 
supports the promotion of more effective EO systems operated within EU jurisdiction, while also 
encouraging a flexible and realistic perspective. Unique and resilient EO services provided by EU 
entities should form the backbone of Europe’s strategic autonomy, provided they meet necessary 
trust, security, and performance benchmarks, in collaboration with key international partners. 

In order to ensure effective crisis response, resilience, and long-term readiness, the principle of 
security and performance should remain central. The reliability and security of EO services should be 
assessed, considering their operational value, consistency of delivery, and trustworthiness. Access to 
multiple reliable sources of information enhances redundancy and operational continuity, thereby 
reducing risks associated with disruptions. 

Shaping the EO Defence and Security Environment 

To ensure efficiency of the resources allocation while maintaining timely and accurate responses to 
security and defence threats, data fusion across different sources and sensors become critical to 
deliver intelligence services to defence users. This needs to be done by including lower resolution 
monitoring of certain areas which could be complemented by the inclusion of higher resolution and 
granularity observation in case of a detected change that could present a possible threat. Other 
examples of desired data fusion entail the use of different sensors, tipping and cueing strategies, or 
geofencing with the use of RF data. As mentioned above, the synthesis of the existing infrastructure 
capabilities paired with the use of commercial data could enhance operational cost efficiency as well. 

When it comes to the defence and security markets, the application of existing civil security 
capabilities to the defence sector can support the filling of current knowledge, data, and infrastructure 
gaps. Keeping this in mind, a focus on research and development as well as on educational activities 
aimed at policymakers is crucial to ensure the spread of awareness about the role of EO in the 
defence sector.  

EARSC welcomes the initiative of the European Commission aimed at the development of the Earth 
Observation Governmental Service (EOGS), which will support European security and defence actors 
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with intelligence and data. EARSC also welcomes the activities proposed by ESA in the frame of the 
European Resilience from Space (ERS) programme to accelerate the availability of independent and 
secured services through EOGS by providing new capabilities by 2028, decreasing the revisit time, and 
providing first capabilities by the end of the decade. For its effective and efficient operation, it is vital 
to introduce new space- and ground-segment assets, while allowing downstream services to be 
bolstered by complementary European, national, and commercial capabilities. 

To ensure continuity in service provision and accelerate the delivery of strategic capabilities, it is 
essential that the ERS proposal by ESA explicitly includes the development of precursor services 
starting from 2026. These services would fill the operational gap between the conclusion of current 
funding frameworks and the expected availability of new EU resources following the approval of the 
next Multiannual Financial Framework (MFF). Such an approach would de-risk the transition phase 
and ensure that critical EO services for security and defence remain uninterrupted. 

In conclusion, EARSC and its members maintain that EO has a vital role to play in achieving the EU’s 
defence objectives, and supporting a path to strategic autonomy, while bolstering and supporting a 
vibrant and thriving commercial space ecosystem. EARSC will remain available as a key partner to 
support institutional stakeholders in this evolving landscape and support new and innovative policy 
frameworks; EARSC stands ready to support European defence ambitions by facilitating the effective 
use and exploitation of existing EO technologies and capabilities.  
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